Hello,

Contact Information

i@wingertries.net
0424971245

Sydney NSW, Australia
linkedin.com/in/bijayy-upreti
github.com/wingerbijay

Links

TryHackMe
tryhackme.com/p/winger.bijay

Skills

Technical Skills: Social Engineering
- Infrastructure - Unix - Vulnerability
Assessment - Virtual Environments -
Internal Network - Lateral Movement
- Active Directory Pentest - Privilege
Escalation - Azure AD pentest

Soft Skills: Team Collaboration -
Communication Skills - Adaptability -
Reporting - Note Taking - Emotional
Intelligence

Education

Melbourne Institute of Technology
Bachelor of Science

Computer Networking

Grade: 6.3 - Graduation: Jul 2020
Sydney

Certifications
AZ-900: Microsoft Azure Fundamentals

at Microsoft
Microsoft | ID: H966-7254

Practical Network Penetration Tester
TCM Security | ID: 95854169

Certified Red Team Expert (CRTE)
Altered Security

Bijay Upreti

An analytical, critical-thinking,
customer-focused security engineer
familiar with internal network
pen-testing and learning the roots

of web application and API testing.
Familiar with industry grades tools as
well as open source tools in order

to perform security assessments along
with phishing campaigns, adversary
simulation, internal network testing, and
vulnerability assessments. Efficient at
working independently or as part of a
supportive team.

Employment History

Offensive Security Consultant Jan 2022 - Present

Stickman Cyber Pty Ltd - Sydney

- Performed internal and external network penetration tests for
multiple clients and provided them with remediation measures.

- Performing penetration testing on Azure Active Directory.

- Scheduled vulnerability assessments for multiple clients on a
monthly basis and updated them with the report required.

- Led server client meetings in order to provide them updates
regarding the penetration test and provided them with the details
of the vulnerabilities identified.

- Performed phishing campaigns for multiple clients with more than
50% success rate.

- Documented everything and created the industry standard final
report for the conducted penetration tests.

IT Support Analyst
Containers Exchange Services - Sydney

Sep 2021 - Dec 2022

- Providing first-line support for clients and staff through phone,
email, and remote control service.

- Leveraged ticket tracking system to prioritize, track and document
problem resolutions and notified end-users of issue status.


mailto:i@wingertries.net
https://linkedin.com/in/bijayy-upreti
https://github.com/wingerbijay
https://tryhackme.com/p/winger.bijay

- Leveraged Power Bl and oracle analytics to perform detailed
searches for client support.

- Profiled Desktops and laptops to make it user ready such as
Outlook, Teams, One Drive, and SharePoint configuration.

Goals

Learn programming in order to build and customize tools.

Focus more on red teams and EDR bypass.

Passing certifications like OSCP and OSWE.




